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Name MQQ comes from
Multivariate Quadratic QuasigroupMultivariate Quadratic Quasigroup
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Q2SProperties of MQQ Q2SProperties of MQQ
1. MQQ is Multivariate Quadratic trapdoor function 

based on theory of quasigroups and quasigroupbased on theory of quasigroups and quasigroup 
string transformations;

2. A deterministic one-to-one mapping;pp g
3. There is no message expansion;
4. It has one parameter n (140, 160, 180, …) - the bit 

length of the encrypted block;length of the encrypted block;
5. Its conjectured security level when n ≥ 140 bits is 2n/2;
6. Its encryption speed is comparable to the speed of6. Its encryption speed is comparable to the speed of 

other multivariate quadratic PKCs;
7. Its decryption/signature speed is as a typical 

symmetric block cipher;symmetric block cipher;
8. MQQ is a Public Key Block Cipher.

Rump Session, CRYPTO 2008, MQQ – A Public Key Block Cipher



Q2SMultivariate Quadratic Q2SMultivariate Quadratic 
Quasigroups

• Crucial observation that led to the new public key 
algorithmalgorithm
– Multivariate Quadratic Quasigroups

• There are quasigroups of order 2d, that when represented in their q g p , p
Algebraic Normal Form, they are Multivariate Quadratic
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Q2SExample Q2SExample
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Conjectured strength of MQQ
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Q2SC implementation of MQQ Q2SC implementation of MQQ

Software speeds (in number of cycles) of several most popular public key algorithms on 
Intel Core 2 Duo processor in 64-bit mode of operation.
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Intel Core 2 Duo processor in 64 bit mode of operation.
DSA, ECDSA and RSA numbers are taken from 

eBATS: ECRYPT Benchmarking of Asymmetric Systems



Q2SVHDL (FPGA) implementation Q2SVHDL (FPGA) implementation 
of MQQ

Hardware performances of 1024-bit RSA, 160-bit MQQ and 128-bit AES on Xilinx Virtex-5 FPGAs
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Q2SVHDL (FPGA) implementation Q2SVHDL (FPGA) implementation 
of MQQ

Hardware performances of 1024-bit RSA, 160-bit MQQ and 128-bit AES on Xilinx Virtex-5 FPGAs
Compared to 1024-bit RSA,160-bit MQQ is more 
than 17,000 times faster in encryption and more 

than 10,000 times faster in decryption.
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Q2SClassification according to Q2SClassification according to 
parallelization properties of the 
public key algorithms

Essentially sequential Highly parallelizable 
(multivariate polynomials)

• Diffie-Hellman
RSA

( y )

• HFE
UOV• RSA

• ECC
• UOV
• MQQ
• NTRU
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Q2S
Perspectives of public key algorithms 
b d lti i t l i l

Q2S

based on multivariate polynomials
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Q2S
Perspectives of public key algorithms 
b d lti i t l i l

Q2S

based on multivariate polynomials

What about crypto algorithms? 
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Q2S
Perspectives of public key algorithms 
b d lti i t l i l

Q2S

based on multivariate polynomials

What about crypto algorithms? 

What about Public Key algorithms? 
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