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- Issued by: UTN-USERFirst-Hardware
~ | Expires: Thursday, January 7, 2010 3:59:59 PM US/Pacific

& This certificate is valid

(Certifectte

¥ Details

Subject Name
Country U5
Other Name 95120
S5tate/Province CA
Locality 5an Jose
Other Name 6721 Tannahill Dr
Other Name JACR, C/O Kevin McCurley
Organization International Association for Cryptologic Research
Organizational Unit sl.iacr.org
Organizational Unit Comodo InstantSSL
Common Name Ssecure.iacr.org

lssuer MName
Country L5
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Ristory

® |ssued: 8 Jan 2008
® Replaced: 30 May 2008
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Huh?

® Generated using OpenSSL on Debian or
Debian-derived Linux distribution

® 32-bit x86; process ID: xxxxx

You CAN NEVER BE SURE.




The Debian OpenSSL bug

® Debian maintainer runs OpenSSL under
Valgrind; notices uninitialized memory use:

MD_Update(&m,buf,j); /* purify complains */
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Key generation

® Affected apps: ssh-kegen, openssl genrsa, ...

® Sole entropy source: process id
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Bug effects on SSL

® Weak server keys in certificates

® |mpersonate server

® Decrypt recorded RSA sessions
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SSL cert survey

® VWe have been surveying SSL certs daily

® Popular sites
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Statistics (May |7%)

Overall




The CAs

® Key collisions:

® VWe found (inter-CA) collisions
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Thanks!




