Trojan Messages: Collisions
with an_,__g_nknown prefix
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Alice can break our hash....

UNSAFE: Alice commits to suffix after she knows prefix

Bob commits to P

-

Alice does collsion search, Bob
sends suffix 5, remembers =*

<Bob signs HASH( P Il S)

Alice CAN cheat Bob--she knows
collision for HASH(P Il 5)

SAFE: Alice commits to suffix before she knows prefix

Alice sends suffix S

-

Bob chooses P, Bob
signs HASH( P Il S)

Alice can't cheat Bob--she doesn't know
collisions for HASH(P |l S)



This Result

ALSO UNSAFE: Bob commits to a list of values for P

Bob commits to 1000
= -
possible values for P

Alice does something Bob
interesting, sends S

<B0b chooses one P from list,
signs HASH( P Il 5)

Alice CAN cheat Bob--she knows collision
for HASH(P Il S) for every P in list!

Scales linearly: N possible prefixes -->
N block suffix, requiring N collision searchesg
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* Do first collision search from Prefix O
— (starting from hg ()
— Search yields Sy, T,
— S[0] becomes first block of Trojan message
— Alice remembers T, in case Bob uses Prefix 0

Trojan message so far: S,.
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* Do next collision search from Prefix 1
— (starting from h, ,)
— Search yields S, T,
— S, becomes next block of Trojan message
— Alice remembers T, in case Bob uses Prefix 1

Trojan message so far. S, || S,
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* Next collision search:
— Starting from Prefix 2|| §, || S, (starting from h, ,)
— Search yields S,, T,
— S, becomes final block of Trojan message
— Alice remembers T, in case Bob uses Prefix 2

Final Trojan message: S = S, || S, || S, 6



Herding Variant
— Bob commits to N prefixes
— Alice builds diamond, sends S

— Bob chooses P
— Alice can herd any prefix to HASH( P || S)
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