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Trojan Messages: .ollisions

1ith an unkno1n prefi8

Elena Andreeva= .harles >ouillaguet= ?rr

Dunkelmann= BierreCAlain DouEue=

Fonathan FG HoIh= !ohn &else*= Adi

Shamir= and Sebastien Limmer
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Alice can break our hash….
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"#$%&'(%)*+

Scales linearly,&-&./%%$b*(&.1(2$3(%&445

-&b*/67&%)22$38&1(9)$1$:;&-&6/**$%$/:&%(<16#(%
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• #o first collision search from Prefi3 4
– 6starting from h4849

– Search yields S48T4

– S>4? becomes first block of TroBan message

– Clice remembers T4 in case Dob uses Prefi3 4

!"o$an m)ssa+) so ,a"- S"#
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" #$%&e()%*$++,-,$&%-e./*0%1/$2%3/e1,(%4

5 6-)./),&7%1/$2%04849

5 :e./*0%;,e+<-%:48=4

5 :4%>e*$2e-%&e()%>+$*?%$1%=/$@.&%2e--.7e

5 A+,*e%/e2e2>e/-%=4%,&%*.-e%B$>%C-e-%3/e1,(%4

!ro$an message so farD%:E%FF%:4
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• #e%t collision search1

– 3tarting from Pre%i' 2)) S+ )) S,  7starting from h8,8:

– 3earch yields 38,T8

– 38 becomes final block of Tro@an message

– Alice remembers T8 in case Bob uses Prefi% 8

!ina% 'ro*an messa.e/ 3 E 3F GG 3H GG 38



!

" #erdin) +ariant

. Bo1 2ommits to 5 6re7i8es

. 9:i2e 1;i:ds diamond< sends S

. Bo1 2hooses P

. 9:i2e 2an herd an@ 6re7i8 to #9S#A P BB SC
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